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(57) Abstract: Methods ai*l apparatus in acciwuartcc with the present invention aniuptsrabtc w> carry out certain functions including: 
receiving An irnnrypled program nt a proccsaing apparatus; transmitting a machine ID uvcxa network m an *diriinfo(r4itur: ivceivmH. 
registration d*la over The network, fru/n the sulminixlratxir in response to the machine ID; tran\cnilHn£ the rcgi&tcfttion data ovei the 
fM=lw*yrk u> a distributor; receiving an encrypted decryption key and an encrypted vittual ID al the processing apparatus over tlie 
network from the distributor in ces-fju use to the rcgixlialicm data; decryptLllg the eru;ryf>lBt3 decryptkin key uning ihc vinna.1 ID. and 
rlccrypting the encrypted proftriiiu usin^ Ihcdocrypiiori key- re cncrypiine the prugrarn u.sirig Lhc virtual TT>; 3nd s^ing the encrypted 
virtual ID and the re-ctiLrypuxl program m u first storage device. 
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(57) A b*tr»ci: Meihcds and appaiaiiis in accordance wilh ihc present invention ani operable to cany out certain functions including: 
receiving An iincrypifld program nt o processing apparatus: transmitting a machine ID over a network tn an admmistrtitor; receiving 
registration data over the network fruxti [lit: adrninisirauir in response to the machine ID; [ranscroilmg ihc rcgisTration data over the 
rework u> * distributor; receiving an encrypted decryption key and an encrypted virtual ID zil the processing apparatus over the 
network n\im rhe dlJtribtKoi in response to Ihc lugixliationi data; decrypting the encrypted decryption key uKing ihc vimial ID. dful 
decrypting the encrypted program usinjc Ihc decryplio n key- re encryptine the program using the virtual TD; and spring thve encrypted 
virtual ID and the re-eiiury oiix3 p"ignjm in ;i Drs< siorage device. 



